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BBenenne. JlanHas HayyHas CTaThsl IIOCBSIIIEHA MCCIEIOBAHUIO MPOOIEMHBIX
BOIPOCOB, CBSI3aHHBIX C HCIOJB30BAHUEM CPEJCTB M3BJICUEHUS MHGPOpPMAIMM U3 MaMITH
ANEKTPOHHBIX HOCUTeNed uH(pOpMalMM B XOJE IMPOBEIEHUS ONEPATUBHO-PA3BICKHBIX
MeporpusTuii. B coBpemMeHHOM HH(POPMAalMOHHOM OO0IIecTBE MOOWJIBHBIE YCTPOWCTBA
CTaHOBSTCSI HEOTHEMJIEMOM YacThIO JKU3HM JIIOJEH, COAEpKAIIUX OIPOMHOE KOJIMYECTBO
MepCOHANbHOM  HMHpOpMamuu. ITta HWHOOpPMAIUS MOXET OBITh  IOJE3HOW IS
MIPaBOOXPAHUTEIBHBIX OPraHOB MPHU MPOBEJICHUN ONEPATUBHO-PA3BICKHBIX MEPONPUITHI U
CJIEZICTBEHHBIX JedcTBuil. CTaThsi MOAPOOHO H3ydaeT pasziIUYHble METOJbl M CpelCTBa
U3BJICUECHUSI HHPOPMAIMU U3 MOOMIIBHBIX YCTPONCTB, BKJIIOYAsi IPOTPAaMMHOE U alllapaTHOe
oOecrnevyeHue, MpUMEHseMble B Ipolecce o0paboTku MHGOPMALMU C LEIbI0 MOJTyYeHUs
JI0Ka3aTeNbCTB. ABTOPBI CTaTbU AHAIU3UPYIOT CYHIECTBYIOIIME MOAXOJbI K H3BJICYEHUIO
uHpopMaIMK, OOpalaroTCsl K aKTyaJbHBIM HAYYHBIM HCCIEIOBAHUAM U IPENJIararoT
COOCTBEHHbIE PEKOMEHJAIMKU IO HCIOJIb30BAHUIO ITHUX CPEACTB B paMKax OIEpaTHBHO-
pa3bICKHOM AesTenbHOCTH. KiTtoueBbie acleKThl, pACCMOTPEHHBIE B CTAaThe, BKIIIOUAIOT BHIOOD
MOJIXOASIINX MHCTPYMEHTOB JJIsi M3BJICUCHHsS] MH(OpMAIMH, aHAJIU3 MPaBOBOTO acleKTa
MCIOJI30BAHMSI ATHX CPECTB, METOJIbI 00PaOOTKHU U 3alIUTHI IaHHBIX, a TAKXKE COOOpaXKeHUs
B 00J1aCTH KOH(PUACHIINAIBHOCTH.

Marepuannl u MeToabl. HopmatusHyto 6a3y uccnegoBanus coctaBuian Koncrutynus
Poccuiickoit ®@enepannu; onepaTHBHO-PA3bICKHOE 3aKOHOJATENBCTBO; MHbIE (eepalbHbIe
3aKOHBI; aKThl O()UIIMATLHOTO TOJIKOBAHUSI HOPM; MMOA3aKOHHBIE HOPMAaTHBHBIE aKThl. Kpome
TOTO, METOJIOJIOTUYECKYI0 OCHOBY HCCIICZOBAaHHUSI COCTABUJIM BCEOOINMH IAHANCKTUYECKUN
METOJ1 HAyYHOT'0 03HAHMSI, OOILIEHAayUYHbIE METObI IO3HAHUS U HEKOTOPHIE YACTHOHAYYHbIE
METO/Ibl, CPEeIU KOTOPBIX: aHalu3, CpaBHEHHE, 000OILIEHHE ONEepaTUBHO-CIEICTBEHHOW U
AKCIIEPTHON MPAKTUKH, TUTEPATYPHBIX U HUHTEPHET-UCTOYHUKOB.
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PesyabTaTel ucciaenoBanusi. OIHUM M3 KIIOUEBBIX (PAKTOPOB JUISl YCIIELIHOM
JESTEIIbHOCTH COTPYIHUKOB OIEPATHUBHBIX IOAPA3JIECICHUN OPraHOB BHYTPEHHHMX €1 IO
PaCKpBITUIO NPECTYIUIEHWH, COBEPIIAEMBIX C HCIIOJIB30BAHUEM TEXHHUYECKHUX CPEICTB U
MH(OPMALIMOHHBIX TEXHOJOTMH JIEKUT B MNPUMEHEHUM IOAOOHBIX HWHHOBAIIMOHHBIX
IPOAYKTOB. DTO B CBOIO Ouepelb TpeOyeT OCYUIECTBIECHHSI KOMILJIEKCA MEpP IPaBOBOIO,
OpPraHM3allMOHHOIO W TAKTUYECKOIO0 XapakTepa, HAIpPaBJICHHOIO, B YaCTHOCTH, Ha
yIAy4llIeHHe YpOBHS MaTepUaJbHOW, TEXHMYECKOM OCHAIIEHHOCTH, (POpMHUPOBAHUSA
KaJIpOBOI'0 MOTEHIIMAJIA, CIIOCOOHOTO HCIOJb30BATh TAaKUE TEXHUYECKOE PELICHUS Npu
PEILIEHNH 3a/1a4 OllepaTUBHO-PA3bICKHOMN €ATEIBHOCTH.

BoiBoabl W 3aKkiM04eHHs. B 3akiatoueHuEe aBTOpPBI CTATbU NMPUXOIAT K BBIBOAY O
BXKHOCTH 3((PEKTUBHOTO MCIOIB30BAHUS CPEJICTB HM3BJICUEHUS ONEPATUBHO 3HAYMMOU
uHpoOpMalMM U3 MOOWJIBHBIX yCcTpoiicTB. C 3TOM 1LEenpl0 HE0OX0IUMO O0ecneunuThb
MOJIrOTOBKY CHEIMAIUCTOB, IPOBEIEHUE HAYYHO-UCCIIEeI0BATENbCKUX paboT, KOH(pEpEHIUH,
CEMHUHApPOB, KPYIJIBbIX CTOJIOB U (opyMoB. Takke BaKHO OCYHIECTBIISATb MOHUTOPUHT
3apy0ex)HOro 3aKOHOJATENbCTBA U OOMEHHBATHCS IMEPENIOBBIM OIBITOM C KOJUJIETaMU U3
APYTUX CTpaH. DTU MeEpbl MOMOTYT YIYYIIUTh paOOTy ONEpaTUBHBIX IOApa3/eNieHUuil u
MOBBICUTDH UX 3PPEKTUBHOCTD.

KiroueBble cioBa: onepaTUBHO-PA3bICKHAS JIE€ATEIbHOCTh, 3JIEKTPOHHBIE HOCHUTEIU
uHpopmaly,  MHPOPMALMOHHO-aHAJIMTHYECKOe  obOecreyeHue,  HMH(POPMALMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE TEXHOJIOTHH, CeTh MIHTepHET, IU(PPOBBIE CIIEIbI MPECTYIICHHS
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Introduction: This scientific article is devoted to the study of problematic issues
related to the use of means of extracting information from the memory of electronic media in
the course of operational and investigative measures. In modern information society, mobile
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devices are becoming an integral part of people's lives, containing a huge amount of personal
information. This information can be useful for law enforcement agencies in carrying out
operational-search activities and investigative actions. The article examines in detail various
methods and means of extracting information from mobile devices, including software and
hardware used in the process of information processing for the purpose of obtaining evidence.
The authors of the article analyze the existing approaches to information extraction, refer to
current scientific research and offer their own recommendations on the use of these means in
the framework of operative-search activities. Key aspects discussed in the article include the
selection of appropriate tools for information extraction, analyzing the legal aspect of the use
of these tools, data processing and protection techniques, and privacy considerations.

Materials and Methods: The normative basis for the study was the Constitution of
the Russian Federation; operational-search legislation; other federal laws; acts of official
interpretation of norms; by-laws. In addition, the methodological basis of the study was the
general dialectical method of scientific knowledge, general scientific methods of knowledge
and some private scientific methods, including: analysis, comparison, generalization of
operational investigative and expert practice, literary and Internet sources.

The Results of the Study: One of the key factors for the successful activities of
employees of operational units of internal affairs bodies in solving crimes committed using
technical means and information technologies lies in the use of such innovative products.
This, in turn, requires the implementation of a set of measures of a legal, organizational and
tactical nature, aimed, in particular, at improving the level of material and technical
equipment, and the formation of personnel potential capable of using such technical solutions
in solving the problems of operational intelligence activities.

Findings and Conclusions: In conclusion, the authors of the article come to the
conclusion about the importance of effectively using means of extracting operationally
relevant information from mobile devices. To this end, it is necessary to ensure the training
of specialists, conducting research, conferences, seminars, round tables and forums. It is also
important to monitor foreign legislation and exchange best practices with colleagues from
other countries. These measures will help improve the performance of operational units and
increase their efficiency.

Keywords: operational search activities, electronic media, information and analytical
support, information and telecommunication technologies, the Internet, digital traces of
crime.

For citation: Kulikov A.G., Kodzov, T.N. K Voprosu ispol'zovaniya sredstv
izvlecheniya informacii iz mobil'nyh ustrojstv pri provedenii operativno-rozysknyh
meropriyatij [On the issue of using means of extracting information from mobile devices
when conducting operational-search activities]. Vestnik Vostochono-Sibirskogo institute
MVD Rossii — Vestnik of the East Siberian Institute of the Ministry of Internal Affairs of
Russia. 2024, no. 2 (109), pp.163-176.
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B Hacrosmee BpEMA COTOBBIC Teﬂe(l)OHBI CTaJli HCOTHCMIJICMBIMHU anI/I6YTaMI/I 151
IPAaKTUICCKH KaXIbIM 4YEJIOBEK HMEET CMapT(l)OH. AXTHUBHOE PaciIpoCTPaHCHUC
paI[I/IOHO,Z[BI/I)I(HOﬁ CBA3HU, CCTHU HHTepHCT OKazaJii CYECTBCHHOC BIIMAHNUC HA ACATCIbHOCTD
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MIPaBOOXPAHUTENBHBIX OpraHoB [ 1, ¢. 49]. B 3Toii cBsI3u pa3BUTHE 0OIIECTBA OCYIIIECTBIISACTCS
B YCIOBUSX HU(POBU3ALINHU, U JIJISI COXpPAHEHUSI KOHKYPEHTOCTIOCOOHOCTH Ha MUPOBOM apeHe
OHO JIOJDKHO o0ecredyrBaTh OCHOBHBIE MOTpeOHOCTH rocyaapcerBa. Lludpossie TexHomOTHN
CTaJI IIHPOKO HMCIOJIb30BAThCS JEIMHKBEHTAMHU, B KadecTBE 3((EKTHUBHOrO, yTOOHOTO,
OTHOCHUTEJIbHO 0€30MacHOr0 W Majo3aTpaTHOTO JJIsi HUX CPEICTBAa U CIIOCO0a COBEPLICHUS
JeSTHHM, YTOJIOBHO HaKa3yeMbIX B OOJBIIUHCTBE cTpaH Mupa [2, ¢. 209].

[Ipu pemeHnn 3aga4  ONEpPAaTUBHO-Pa3bICKHOW jaedrenbHocTH  (manee — OPJI)
ONEpPaTUBHOMY COTPYAHHKY OpraHoB BHYTpeHHuUx Jen (manee —OBJl) mnpuxoaurcs
CTAJIKMBATHCS ¢ HEOOXOUMOCTBIO PA3IMYHOTO poja ACUCTBHM ¢ MdpoBoit MHGOpMaLIUEH,
TaK KaK HOBEWIINE TEXHOJOTHUU 3aMETHO PACIIMPUIM UCTOYHHKHU TOOBIBAHUS ONMEPATUBHO
3HAYUMOM MH(pOpMaLKeld, B TOM YHCII€ MOCPEICTBOM H3BJICUEHHUS BAKHOM 3JIEKTPOHHOU
nH(popMauK 13 MaMATH MOOUIBHBIX YCTPOHUCTB [3, ¢. 110]. [ToaTomMy celiuac K OCHOBHBIM
npoOiieMaM, Kak B OPraHU3allMOHHOM, TAaKTUYECKOM, TEXHHYECKOM, TaK MU TPaBOBOM
aCIIeKTaX, MOXXHO OTHECTH JCAHOHMMH3ALMIO JIMYHOCTH IOJB30BATEIsl PECYPCOB CETH
Nutepuer, ocobenHo B TeHeBoM ero cermente — cett DARKNET [4, c. 171].

MHoOrourcineHHble HUCCIEA0BAHUS TOKAa3bIBAIOT, YTO OINPEIEISAONICEe BIMUSHUE Ha
3G (HEeKTUBHOCTD JEATEIHHOCTH OPTaHOB BHYTPEHHUX [ OKa3bIBA€T 3HAHUS, YMEHUS U
HaBbIKU coTpynHUKOB OB/l o 100bIBaHUIO ONIEPaTUBHO 3HAYMMON HH(OPMAIIH, OCOOEHHO
cojepxareics Ha matgopme cetu MHTEpHET, a Takke MepeIarolIeiics Mo KaHajlaM CBS3U
[5,c.112].

[Tpu 5TOM Ha MpakTUKE BO3HUKAIOT pa3IU4HbIE IPOOJIEMBI, CBSI3aHHbBIE HE TOJIBKO C
MIPABOBBIMU ACTIEKTaMHU HM3bATHA IUPPOBON HMHOOpPMALMM M3 CPEACTB CBA3M U JPYIHX
HOCHUTENIEH OJJIEKTPOHHOW WH(POpPMAIMM, HO M C HEJAOCTATOYHBIM YPOBHEM 3HAHUU
MPAKTUYECKUX COTPYAHMKOB O cCHeuu(UKe OpraHu3alud U TaKTHKE MPOBEICHUS
OTepaTUBHO-PA3bICKHBIX MeponpuaTuii (1anee — OPM) u ciencTBeHHbIX JEeHCTBUM.

Cnenyer cormacuteesi ¢ MHenueM E. A. ManbixuHoit o ToMm, uto «bopnba c
NPECTYHOCTBIO HWIPAeT BAXHYIO pPOJIb B (OPMUPOBAHUU U TOJIEP)KAaHUM YCTOWYMBOIO
npaBoBoro rocyaapcrsa. CoboAeHUe T0KHOTO YPOBHS PABOIOPSIIKA M 3aKOHHOCTH — OJTHA U3
MPUOPUTETHBIX 3a[a4 COBPEMEHHOT0 o01IecTBa. ..» [6, c. 188].

Taxxe cnenyer cornacutbesi ¢ mHeHMeM M. H. JKenesHnsika, koTopblii cipaBeayInBO
3aMEYaeT, YTO «3aKOHOJATENb K€ B CBOEM HOPMOTBOPYECTBE AllPUOPHU BHICTYHAET B POJIH
JIOTOHSIIOIIETO, 3a4acTyl0 TaK U HE CyMEB pa3o0paTbCsi B IPOLECCAX, BBICTYMAIOIINX
KaTaJu3aTopaMd BO3HMKHOBEHHS T€X WJIM WHBIX COOBITUH, MEXaHHW3MaX MOJIHUEHOCHOM
AKCTPAIOJIAIUN CYIIECTBYIONIUX MMAaTTepPHOB B OOIIECTBE WM, YTO Ooyiee OJIM3KO Ham
B HCCIICIOBAHNUH, B BOINPOCAX ONTHUMHU3ALMU NPABUI NPOTUBOIAECHCTBUS MPECTYINHOCTH...»
[7, c. 67].

Bepnoif, mo Hamemy MHeHuto, sBisercs nosunus O. II. I'pubGyHoBa o TOM,
YTO «CMeuu(uKa paccMaTpUBAEMbIX MPECTYIUICHUN TpPeIoNpenesieT HEKOTOpble 0COObIe
YCIOBHS, HEOOXOAMMBIE ISl YCHEIIHOTO OCYIIECTBJICHUS XOAa IPeIBapUTEIHLHOTO
creacteusy» [8, ¢. 321].

AHali3 NpakTUKU JEATEIbHOCTU ONepaTUBHBIX noapaszaenenuii OB/l mokassiBaer,
4TO ONEPATUBHO 3HaYMMas WH(opMalus, 100bITas yKa3aHHBIM CIIOCOOOM, B psJie CIydaeB
BBICTYIIA€T €AVMHCTBEHHBIM CPEICTBOM DPACKPBITHS IIPECTYIUICHMs], YCTAHOBICHHSI WCTUHBI
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IPU PacCieIOBAaHUU YTOJIOBHBIX J€1 U HOCUT MOUCTUHE HEOLIEHHMMOE OPUEHTHUPYIOIEE
3Ha4YeHHE NPU pPelIeHUH pa3inyHbIX 3a1ay OP /L.

Texnuueckne ocoOEHHOCTH COTOBOM CBs3H, ceT VHTepHET, cpeAcTB oOecreueHus
CBSI3M OOBEKTUBHO T€HEPUPYIOT U XPAHAT O0JIBIION MacCUB MH(OPMALIUH, TPEICTABIAIOIEH
olepaTuBHO-pa3bIckHON UHTepec. K Takoil nHpopmaluu cieayeT oTHeCTH:

— YCTaHOBOYHBIE JJaHHbIE 110JIb30BATENS;

— KpYT €ro OOIIeHHUS;

— HMHTEPECHI;

— peXUM JHS;

— MeJlua JIaHHbIE;

— MapILIPYThI IEPEABUKEHUS U JIP.

B cBsi3u ¢ 3THM COTOBBIN TenedoH B HACTOSIIEE BPEMS MPEICTAET HEKUM O00BEKTOM
OIEPATUBHOM 3aWHTEPECOBAHHOCTH, MPEACTABIAA cO00I NCTOYHUK MH(OPMAIUU, KOTOPBIH
HeoOxouM npH penienuu 3agad OP/l.

C Touku 3penuss teopuum OPJl uHpopmanus, copepxamascs B cMmapTdoHax
U IUTaHIIEeTaX, MPUHAJUIeKAIIUX K 00bEKTaM ONEPaTUBHON 3aMHTEPECOBAHHOCTH, MOJICKHUT
U3BJICUEHUIO M aHanu3y. llosToMy coTpyaHMKamMHu onepaTHBHbIX moapaszneneHuir OBJ]
OCYIIIECTBIIECTCA LIeJeHaNpaBIeHHas ACSITEIbHOCTb 110 U3BJICYEHHIO, 00pabOTKE U aHAIU3Y
AJIEKTPOHHOM MH(OpMannu, cofepxalieicss Ha pa3IUYHbIX CPEJICTBAX KOMMYHHMKAIMM U
cBsi3U. B nmanHOM citydae juist Gosee riyOOKOTO aHanmu3a WHGOPMAIMH, COJEpKaIlehcss B
MOOUJIBHOM YCTpPOMCTBE, MCHOJB3YIOTCS CIELMATN3UPOBAHHBIE aNlapaTHO-NPOTrpaMMHBIE
KOMIUIEKCHl M mporpaMMmHoe obecrnieueHue. K Hanbonee BOCTpeOOBAaHHBIM y COTPYIHUKOB
MIPABOOXPAHUTEIBHBIX OPTraHOB CieyeT oTHecTH «MoOwIbHBIN KpuMuHAIUCTY», K UFEDY 1
«XRY» [9, c. 136].

PaccMoTpuMm  Oosiee  MOAPOOHO  OCHOBHBIE OCOOCHHOCTM  (PyHKIMOHana |
npeaHa3HaueHue 0003HAYCHHBIX TEXHUYECKUX PELICHUH.

«MOOWIBbHBI KPUMUHAIKUCT» TPEJCTABISET COOOM MPOTpaMMHBIM KOMILIEKC JUIS
WCCIIEOBAHUA M aHAIN3a COTOBBIX Tele(OHOB, cMapT(oHOB M IuIaHIeToB ®. ITpuHiun
paboThl JAHHOTO aMMapaTHO-MPOTPAMMHOT0 OOECIeYEeHHUs] OCHOBaH Ha HCIOJIb30BAaHUU
HU3KOYPOBHEBBIX IPONPUETAPHBIX MPOTOKOJIOB JOCTYIA, KOTOPBIE IO3BOJIIOT H3BIIEYb
Oonpmnii 00beM MAHHBIX B CPAaBHEHUHU C JIOTUYECKUM aHajdu3oM HHpopmanuu. [lanHoe
MporpaMMHOE OOECrieYeHHe TI03BOJIAET M3BIEKaTh IOJb30BAaTEIbCKUE JIAHHBIE U3
OONBIIMHCTBA MPUIIOKEHUH, McHoap3yeMbix Ha miaatgopmax Android, i0S, Blackberry,
Windows. K umcny Takux TpPHUIOKEHHH OTHOCSTCS COLMAIbHBIE CETH, MECCEHJKEpHI,
MHTEpHET-Opay3ephl, KapThl, TelepOoHHAs KHUTA, 3alMCHAs KHUTa, OJOKHOT, UTPHI U Jp.
JIt060if coBpeMeHHBI COTOBBIN TenedoH CONEpKUT B cebe YCTAaHOBOYHBIE JaHHBIE,
KOHTAaKTBI, COOOIICHHUsI, UCTOpHUIO Opay3epa, poTtorpaduu, BUACO- U ayAH03AMUCH, CBECHHS
reO0JIOKAUH U T. 1.

C wucnosb30BaHMEM MpOrpaMMHOro pemieHus «MOOWIbHBI  KPUMHHAIHACT
OIEpaTUBHOMY COTPYJIHHUKY IPEACTABISIETCS BO3MOXHBIM IOCPEACTBOM MPOBEIACHUS
aHaJi3a JIaHHBIX C MCIOJb30BAaHUEM AHAJIMTHYECKUX HWHCTPYMEHTOB BOCCTAHOBUTH

16 Mo6unbubiii kpumuramuer / MKO cuctemsr : caiit.URL: https://mko-systems.ru/mobile-expert
(marta obpamenus: 17.01.2024).
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Puc. 1. DyHKIIMOHAT TPOrPAMMHOTO 00ECTIEYSHUS, TTO3BOJISIONIUN YCTAHOBUTH MAPOJIH OT
AKKAaYHTOB I10JIb30BaTEIEH B PA3JIMYHBIX COLIMATIBHBIX CETIX

¥ Npunoxenns (8) | B obuwee (43) @y vreprer (21)
@ B YyeTHas 3anuce ¢ MNaponb MeTka Cnyxba
631931524 i ICQ com.icq.icqfree

bfp5 1xwwrd0g2s6z2kiv
lena.soloveva.85@mail.ru
lena.soloveva.85@mail.ru
patrickpayge @gmail.com
H/A

H/A

K& [« [&] &) [&][&] <]

alfredbobson@rocketmail.com W

*

e W ipN
.

4 B ey
-

S

Yahoo! messenger
Ebuddy

Mail.Ru Agent
Mail.Ru Agent

Kik Messenger
Hide it Pro

Hide it Pro

com.yahoo.messenger
com.ebuddy.pushmessenger
ru.mail.agent

ru.mail.agent

com.kik.chat
com.smartanuj. hideitpro
com.smartanuj.hideitpro

Puc. 2. ®yaxunoHan cpeactsa q00bIBaHUS ONIEPATUBHO 3HAYUMOMN HHGOpMAITIH

HNHTEepecHbIM acClIEKTOM B MPAKTUKE ONEPATUBHO-PA3BICKHOMN AESITEIbHOCTH SBJISETCS
byHKIUs OPMUPOBAHUS MEXIMYHOCTHBIX CBSI3€H IyTEM CO3JaHUSl CXEM, KOTOpbIe
MO3BOJISIFOT BBISIBUTH CBSI3M MEXK/TY LIETIEBBIM a00OHEHTOM U ApyruMHu JuiaMu. OniepaTuBHBIN
COTPYIHUK HMMEET BO3MOXXHOCTH HCIOJB30BATh Pa3lInyHbie (DHIBTPBI ISl ONpEaeNICHUs
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Mepuoia BPEMEHH, KOJWYECTBA CBSI3€U, JJIUTEIBHOCTH PA3rOBOPOB, YACTOTHI 3BOHKOB U
XPOHOJIOTHH, YTO TIO3BOJISIET BBISIBUTH MPECTYITHBIE CBSI3M MHTEPECYIOIIEro Juia (puc. 3).

File Vien Tools Service Hep

& - |FQAldevices » IGraph b+’ Sodal Graph vl [Fitering aiteria
@ Connect new device ~ | (' Refresh i1 Save o fie ; Options ~ | ) Hep

Graph settings &« -
Communications > 0 2 Oleg Dav )
891662
@
Allcontacts (& tact: x
ommon contacts 0525 AlexJo 474807057722
160% = (=)—1) @ ~ ) T 0

Googe:
Owner information [ 2 L J +786543689

30 =3 is
Jesse Aaron (Samsung - Karmanls Geice » Sara Con
i s Facebock 5 +47589%
Asron Jesse C Aaron Jesss ) -

D @,y @ James simo

112

Contacts: 24
Commen contacts: & Facsbock
Top 10 active contacts Patrick P b
37 (27,51%) Jensen Ackles e
%) Facebook VIBEC ilns Skype

Karmanis Basiigis Welco 5 2 A
Ity Sainikov payme *
Facsbook 5 Ade
W 3
Viadinir Solov 2 Peter Griffi 3
James Smon
7433668285002
Beards Michael Beeline ® 1

0674
Fg =TT par MTS

-Lg

|

(]
) 891682
Carbon * Dan Espozt
0887
Device (Owner

436 Tya Salnkov
(Iphone4) (Jensen Ackies) Vladiir Solov +74936682
Remots party. +T9646390024; jesseaaron’s ® L)
First date: 08.11.2013 14:14. 1878 +7805

Jensen Ackles Anna Jackson

Freeman Mor

NAVERLIN ®
- Jensen Ackies 890321

Last date: 12.11.2013 851 ww

Duration: 00:06:38 Beards Michael
479164029300

L o
semen@ 067409

® Anna Bobson
1234

®
891688
Internets
ntemets o

v 1 LJ
VKzom Patrick 1

L]
tarakapender Rodiquez

< i v
061t B [} 0 runz @
GALINA is certified user. Analystversion: 60098 IGraph  Total:57  Filtered: 57 Filtered events: 202

Puc.3. unpTpsl, c10COOCTBYIOMINE YCTAHOBICHHIO IIEPHO/1a BPEMEHH, KOJIMUECTBO CBSI3ei
KOHTAaKTa, JIUTENBHOCTh Pa3roBOPa, YaCTOTY 3BOHKOB, XPOHOJIOTHUIO

3acmyx)uBaeT ocoboro BHUMaHUS U (QyHKIUs «Beb-coequneHus», oToOpaxkaromas
MECTOMOJIOKEHHUE BIIaIeNblla MOOMIIBHOTO YCTpOiicTBa. B maHHOM cityuae MecTONOI0KEeHHE
BJajeblla MOOMJIBHOTO ycTpolcTBa ompenensercs mo toukam WiFi-coenunenwii, |P-
MOJIKJTIOYCHHUSM W KCIOJIb30BaHUIO 0a3 JaHHBIX reouH(opManonHbix cucteM. WIiFi-
COEJIMHEHUS MO3BOJISIOT YCTAHOBUTD, II€ M KOT'/1a JIUILO MOAKIYAIOCh K ceTh MHTepHeT, B
TOM YHCJE MOCPEACTBOM pabOThl C €ro OocoOeHHOCTsAMH, Takumu kKak ums (SSID),
¢busnueckuii aapec (MAC), yposens curnana (RSSI) u ap. «MoOWIbHBIN KPUMUHATIUCT
o0OecreynBaeT M3BJICUEHUE [AHHBIX, C TOMOIIbIO KOTOPHIX BO3MOXXHO OIpPEAETUTh
(akTHUIECKOE MECTOMOIONKEHHE MOOMIBHOTO YCTPOMCTBA.

Hcnonb30BaHKe TaKUX JAHHBIX F€OUH(DOPMAIIMOHHBIX cUCTeM, Kak «consolidated.dby
u «cache encryptedA.db» mo3BOSIFOT yCTaHOBUTH HE TOJIBKO MECTOIOJIOXKEHHUE BiIaJeNblia
MOOMIJIBHOTO YCTPOMCTBA, HO ¥ MapUIPYTHI €T0 MepenBmxeHus (puc. 4).
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Ele View Tools Service Help

FE Al devices » [ Human traffickng  » Simon Payge's iPhone 46 - 2/6/2013 10:

@1 Connect new device |_|§| Export = (=i Print = | &}) Settime zones

P! WiFi connections

&

Tasks e

Point kind
3 Reread checked maps and
addresses

1) Reread checked maps
] p:

Averaging ...

Averaging

Reread checked addresses

Read all maps and agdresses

Original point

Object information

Averaging

Point kind: Onginal point
Faint type: Cell point

Source table: Cel Location

MAG address/Gell info:
250.99:37004: 103376255

MCC: 250

MNC: 99

LAC: 37004

Cl: 103376255

Time stamp: Device time: 2/2/2013
1:48:15 FM

Averaging ...

Original point

Averaging

& IP connections

51:49 AM [013043005063452] ¢

@ExpcrtmEnog\aEar(h i c=o dat= =

% Locations

Point type Time stamp

WiFi point  Device time: 2/2/2013 3:48:28 PM
UTC: 2/2/2013 11:48:28 AM

,o Celpoint  Device time: 2/2/2013 3:48:21 PM
b UTC: 2/2/2013 11:48:21 AM
Cellpoint  Device time: 2/2/2013 1:498:20PM  NJ/A
UTC: 2/2/2013 9:48:20 AM
. WiFipoint Device time: 2/2/2013 1:48:16 PM
- UTC: 2/2/20139:498:16 AM
Cellpoint  Device time: 2/2/2013 1:48:15 PM

UTC: 2/2/20139:48:15 AM
WiFi point  Device time: 2/2/2013 1:43:47 PM
UTC: 2/2/2013 9:43:47 AM
Device fime: 2/2/2013 1:43:46 PM
UTC: 2/2/2013 9:43:46 AM
WiFi point  Device time: 2/2/2013 1:43:45 PM
UTC: 2/2/2013 9:43:45 AM

)

Cell point /A

Al

£ web Connections and Location Services

Geo coordinates
N 55706412, E 37.623961

N 55.703322, E 37.620081

N 55.74057, E 37.617268

N 5574411617, E 37.61313891

N 55.731845, E 37.606814

N 55.738955, E 37.60813

frmmeTTmE %Reset Fiters | (gD Help
Address
Russia, Moscow o

Russia, Moscow

/A

Russia, Moscow

Russia, Moscow

Russia, Moscow

/A

Russis, Moscow

Filtering criteria

UTC: 2/2/2013 9:48:15 AM
Time stamp (Europe/Moscow): 2/2/2013
1:48:15 PM

Geo coordinates: N 6574411617, £
37.61313891

Horizontal accuracy: 1414

Altitude: 0

¥

Original point

Original point

Averaging

@
@
@
@
@
@®
@
@
@
@
@

=
Filters: >
Date filter:
[7] After date:

2f 1/2013 @~
[FlBefore date:

2/ 6/2013 @~

Accuracy filter:
[ Horizontal accuracy filter:
Enter aceuracy in meters ...

Source filter

Cell Location (776 points)
WiFi Location (10400 points)
Cell Location Harvest (1 poin.
WiFi Location Harvest (28 p.
Cell Location Local (13 points)

Cellpoint  Device time: 2/2/2013 1:31:44PM  N/A N/A

UTC: 2/2/20139:31:94 AM m
Cell point  Device time: 2/2/2013 1:31:30 PM NfA NfA

UTC: 2/2/20139:31:30 AM
Cellpoint  Device time: 2/2/2013 1:31:25PM N 55.740358, E 37.604249 Russia, Moscow

UTC: 2/2/2013 9:31:25 AM

Confidence: 70 <

I

Source file: cache_encryptedA db
Table: CelLocation Russia, Moscow (N 55.74411617, E 37.61313891) 3
MD5 Hash: n
6229052023301eMbe 194836 102086330 Q¥ This map in a Web Browser @) 7 * Zoom in
< =
>
é
Evidence note x f %
&
Enter a note for the evidence o ol S
a8 & & e
£ & Balchug o d
& & oy >
53 & e e
JBD =
£ § by y
= F
Z & 3
g g
£ Five s .
Analyst version: 51.2.153 Simon Payge's iPhoned5  Total: 11243 objects Selected: Cell Location (N 5574411617, E 37.61313881) MD5 Hash: 6220b52be3391 efbel 948361 bed36339
Puc. 4. Ucnionb3oBanue reonHpopMannoHHoil cuctemsl «consolidated.dby
|8 Oxygen Forensic™ Suite 2013 Analyst =8 X
Eile View Tools Service Help
| Eg All devices P | Brooklyn maniac b [z Patrick Payge's iPhone 3GS - 3/15/2012 1 33 AM [012156002672455] » 2 Web Connections and Location Services ol
Gl Connect new device | |§]Export - izpint + | ) Set tme zones @Ewmcmgle Earth (o} Geo data server ‘ = | e :&Resetﬂlters @ Hep
S ||| ) WiFi connections | & IP connections Locations ()
&S| Router MAC address | Device IP DNS name DNS address Router IP VPN address | Time stamp Countr... ~ | Regionname |
= ;’; ri‘:;"s”’""’“" LMEC - 00:00:0c:07:a:97 [RELD westminster.org... 172.17.4.9 172.18.204.1  N/A Device tme: 2/17/20117:12:41PM  UnitedStates  California
= O UTC: 2/17/2011 3:12:41PM |
4@ Getip2location information | =
X 00:24:b2:0f:36:90 192.168.1.63 N/A 192.168.1.1 192.168.1.1 N/A Device time: 1/29/2011 4:36:48 AM United States  New York |5
& Reread coordinates @ UTC: 1/29/2011 12:36:48 AM |
192.168.1.102 N/A 192.168.1.254 192.168.1.254 N/A Device time: 1/28/2011 2:06:33 AM United States = Georgia
Object information 2 @ UTC: 1/27/2011 10:06:33 PM
Service ID: = 00:26:2:15:97:00  192.168.1.57  N/A 192.168.1.1 192.168.1.1  N/A Device time: 1/28/2011 United States  Georgia
6951B87F-FDOS4E6A 98C9-8Co135... | U] @ UTC: 1/27/2011 42PM
Rotler MAC ackipes 00.00.0c-07acz 00:10:d 50 [ & Google Earth - - - . - s [P Brited states  New York
Device IP: 172.18.205.52 ®
DNS address: 172.17.4.9 File Edit View Tools Add Help
Router IP: 172.18.204.1 ® 00:17:c5:2e:17:e8, — 7] Jnited States  Georgia
Time stamp: Device tme: 2/17/2011
s il 00:17:¢5:2e:17:e8 bnited States  Georgia
UTC: 2/17/2011 3:12:41 PM = ®
DNS name: westminster.org.uk
MDS Hash - @ OV0dibickad Jrited States  Pennsylvania
38bc3d782d86cfc4b90368eb19310483 -
Source fie: 00:40:36:3b:c4:a9) Jnited States  Pennsylvania
com.apple.network identification. pist @
00:40:36:3b:c4:a9) Jnited States  Pennsylvania
Evidence note ¥ @
00:40:36:3bic4:a9 brited States  Pennsylvania
Provider information ol @ @
Country code: US < . »
Country name: United States 2 3 x

Region name: California

City: Sacramento

Street: Cottage Way 3020-3098
Received timestamp: 5/11/2011
11:24:05 AM

Received by: Router MAC address
Geo coordinates: N 38.6033065 / W
121.3939944

Accuracy (in meters): 150.0
Received timestamp: 5/11/2011
11:24:05 AM

United States California Sacranf

@ This map in a Web Browser Q}

Data SIO, NOAA'

Analyst version: 51.2.153 Patrick Payge's iPhone 3GS

Total: 75 objects

Selected: 6951B87F-FD05-4E6A-98C9-8CI138CAF749 (00:00:0c:07:ac:97)

Google
A GEBCO =

MDS5 Hash: 38bc3d782d86cfc4b90368eb19310483

Puc. 5. Ucnionb3oBanue reonHpopManoHHoi cuctemsl «cache encryptedA.dby»
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Oco0oe 3HaueHHWE NpU TOJATOTOBKE M MPOBEACHUHM ONEPATUBHO-PA3BICKHBIX
MepornpuaTuii umeeT QyHKIMS «AHanu3 BUITMHTOBY», KOTOpas MO3BOJSET OMEPATHBHOMY
COTPYIHHKY UMIIOPTUPOBATh M aHAIW3WPOBATh OWJUIMHTH, MOJNyYEHHBIE OT OINEpaTopOB
COTOBOU CBsi3H (puC. 6).

A Oxygen Forensic® Call Data Viewer 1.0.0.307 = =
j Open file L.@Export ' Rrefresh |1 Save as picture _:_ Indirect Links 3" Options ~

Information < Communication Statistics | Direct Links Unique callers >
Caller information - ;5862562 g >§ 9043490003 ll,.. :_‘:

9061128104 o0 ;! A &
7 avents i YW 0500542497 1T
SHENE =9 e Fey 181 & )
Top 10 active contacts & 9024?';89001:__“_" .
5168960220 1 & e ML 0600533316 -
SMS - A s
178048285 1 & v P
S { o ~ W 0600481700
: 2 (
mza?aug; ‘1 1 FIE™ o IR
8336222 1 CIVEL T My TTE 7 0053183530 M1

@ § . LT
. 35 W o033sa7ze4 1

S & e ERL % oos11ze104 17

e e 9061128104 7 o037011108  **

7 ooo30s1041 M1

@ 5061 18 .. M osss019104 P10
o i o

T o 7 0625508959 1

*'® 3 W .

i W%i’ W 0625582141 F

7 0656068114

P 0053135442
Languages
About Oxygen Forensic® Call Data Vie... Fi

BS_SmallDB.ocdr Communications: total 7185/ filtered 7185 Callers: total 6088/ filtered 6088 Selected: 0

Puc.6. Dynkuusa «AHamu3 OUILTHHTOBY»

Taxke B JaHHOM HCCIIEJOBAHUU IpejiaraeM paccMoTpeTh 3P(EeKTUBHOE CPEICTBO
TEXHMYECKOTO KOHTPONS — mporpammHoe obecmeuenne «XRY» 1. Jlammeii mpomykt
3aHMMAaET Ba)KHOE IMOJIOKEHUE B 00JACTH OMEPaTHBHO-PA3BICKHOM AESTENIbHOCTH, TaK Kak
MPEICTABIISET COOON KOMIUIEKCHOE aIllapaTHO-MPOrpaMMHOE pelieHue, pa3padoTaHHOe IS
onepanmoHHoi cuctemMbl Windows, ¢ 1enbl0 0e30MacHOro M3BJICYEHHS] OMNEePaTUBHO
3HaYUMON WH(pOpPMALMK C MOOWJIBHBIX YCTPOMCTB, BKJIIOYash CMapTQOHBI, IUIAHILIETHI,
CIIlyTHUKOBbBIE€ HABUTAIIMOHHBIE CUCTEMBI, BUAEOPETUCTPATOPHI U T. II.
AnmnapaTHo-iporpaMMHbIid  KoMIuleKC  «XRY» MO3BOJII€T MNPOBECTH MOJHBIA  LHKI
UCCleIoBaHus, BKIouYas (opMHupoBaHUE NpodeccHoHaNbHOrO oTyeTa. DOyHKIMOHAI
paccMaTpUBaeMOro TEXHHMYECKOro pelleHHs TakkKe BecbMa pa3HooOpa3eH U MpeJCTaBlICH
CJIEIYIOIIMMH BUIAMH:

e «XRY Logical» - mnporpaMmMHOoe obOecrieucHre, MpeaHa3HAYEHHOE IS
ONEPATUBHOTO M3BATHS HMHPOpPMALMU € MOOUJIBHOIO YCTPOWCTBA IyTEM JIOTHYECKOIO
B3aMMO/ICHCTBUS IPOTPAMMHOTO O0ECTIEUEHHSI C OTIEPAIIMOHHON CHCTEMOM YCTPOMCTBA;

e «XRY Physical» — mnporpammHoe oOecnedyenue, mpeaHA3HAYCHHOE IS

1XRY /I URL: https://www.msab.com/products/xry/#physical (nata oopamenus: 20.01.2024)/
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(U3HYECKOTO U3BATHS UMEIOIIMXCS 3allUIIEHHBIX, CKPBITBIX, YIaJE€HHBIX JAHHBIX B aMSATH
MOOUIIEHOTO TeNle(hoHa U €TO MOCIEeNYIONIEro aHAIN3a;

e «ID SIM-Cloner» — mnporpaMMHOe o0eclieueHrue, TMpeaHa3HAYeHHOE IS
kioHupoBanus «ID» SIM-kapt, mno3BoJisilollee COXpaHATh LEIOCTHOCTh HH(POpMaLUu
B MOOMJIBHOM YCTPOWCTBE MPH MOJTyYEHUU—TIEpeade pa3IniHbIX JaHHBIX.

AnmapaTHo-iporpaMMHbId  KomIuiekc  «XRY» BkimouaeT B ceOs: KOMIUIEKT
CHEIMAIbHBIX COEIUHUTENBHBIX KaOenel JUisl MOAKIIoUeHUs MOOMIIbHBIX ycTpoicTB; USB
YCTPOMCTBO Uil OOECIEUeHUs] COBMECTHOM pabOThl C HECKOJBKUMHU YCTPOWCTBAMH;
YCTPOMCTBO uTeHUs «dieni-kapt»; ycrpoiictBo urenus SIM u micro SIM-kapT; KOMIUIEKT
SIM u micro SIM-kapT 115 uX KIOHUpOBaHus (puc.7).

Puc. 7. AnnapatHo-niporpaMmHbIii koMIuieke «XRY»

PaccmarpuBaemoe mporpamMmHOe oOecreueHue TakKe IMO3BOISET (HOPMHUPOBATH
OTYETHI C pe3yJbTaTaMH UCCIEAOBAaHUN. DTO YCTPOMCTBO SABJISICTCS KOMIAKTHBIM, YO0OHBIM
1 uHpopMatuBHEIM. [l03BOJISIET OMEpaTUBHO, TPABUIILHO U MOJHO OIICHUBATH MOJYYCHHBIC
pe3yAbTaThl UCCIEIOBAHUS AJIs TaJbHEUIIEro UCIO0Jb30BaHu Mpu perieHuu 3aaay OP/I.

OTnenbHO OCTAHOBUMCSI HA TAKOM TEXHMYECKOM pelleHud, kak «U FED»!®, JlaHHBIN
anmapaTHO-MPOTPAMMHBIN KOMIUIEKC TO3BOJISIET B PEKUME PEATbHOTO BPEMEHHU MPOBOIUTH
OTIepaTUBHBIC WCCIEAOBAHUS MOOWIBHBIX YCTPOUCTB. biiarogapst yio0HOMY U TOHSITHOMY

8 UFED /I URL: http://www.cellebrite.com/ru/Mobile-Lifecycle/Platforms-Products  (nata
obpamenus: 23.05.2017).
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uHTepdeiicy u 0e30macHOMy JOCTYIy OINEpPAaTUBHBIE COTPYJHUKH HMEIOT BO3MOXKHOCTH
HENOCPEJICTBEHHO  M3BJEKaTh MAapojd  YCTPONCTB, OTK/IIOYaTh MWJIH  OOXOAMTH
M0JIb30BaTENbCKUE OJOKMPOBKYU U ACKOIUPOBATh JaHHbIE Oojee yeM u3 25 000 npuioxeHui
JUI. MOOWIIBHBIX YCTPOUCTB. B mponecce mpuMeHeHHs JAHHOTO KOMILIEKCa MOXKHO M3y4UTh
IIPAKTUYECKH BCIO JEATENBHOCTD M0JIb30BATEIS.

006006111251 ONBIT UCIIOIB30BAHUS TAKUX YCTPONCTB IpH periennu 3axad OP [ ormeTnm,
YTO JIaHHBIC TEXHUYECKUE WHHOBALMM IIPEIHA3HAYEHBI JUIsI U3BJICUEHMS, BOCCTAHOBIICHNS,
n3ydenust uHpopmanuu. K takoit ”HpopManuu cienyeT OTHECTH:

— TIapOoJIN;

— IIPUJIOKEHHS;

— JJaHHBIE T€ONO3UIIMOHUPOBAHNS B IPOCTPAHCTBE;

— UH(pOpPMALIU O MECTOTIOJIOKEHNN a0OHEHTA;

— ME/Ma JaHHBIE;

— (oTorpadun 1 BUACO3AIUCH;

— COJIEpKaHUE DJIEKTPOHHBIX ITHCEM;

— IIEpEeInCcKa B 4aTax;

— BeO-UCTOPHS;

— JieTajnu3alus COeIMHEHU aOOHEeHTa U Jp.

[TpumeHeHne MOAOOHBIX MPOIYKTOB IMpelycMaTpUBaeT 00s3aTeabHOE COOII0CHNE
KOHCTUTYIIMOHHBIX TpaB M CBOOOJ UeJOBEKa M TpaKJIaHWHA Ha TalHy IMEPeNnucKH,
Terae(pOHHBIX IEPETOBOPOB, IOUYTOBBIX, TENErpapHbIX U UHBIX COOOIEHUH, IEpe1aBaAEMbIX 10
CETAM JJIEKTPUUECKON U MOYTOBOW CBSI3H.

Kak mokasplBaeT aHajau3 NPAKTUKH, B AESITEIBHOCTH IIPABOOXPAHUTEIBHBIX OPraHOB
OTCYTCTBYET €AUHBIN MTOAX0/ K IOHUMAaHUIO IIPEEIIOB I'PAHUL] OXPAHIEMON 3aKOHOM TalHbI.
Oneparusnble coTpyanuku OBJI, npoBons ananu3 nudpoBoil nHpOpMaIK, XpaHsiecs B
namMsATH MOOWIBHBIX TeJIe(pOHOB, HE OTPAHUYMBAIOTCS MPOCMOTPOM TOJIBKO COJAEP KaHUS
TeneoHHON KHUTH. [l momydeHusl onepaTMBHO 3HAYUMOM HMHQOpMAIMK HEOOXOAMMO
TaK)K€ MPOCMOTPETh yaaleHHble SMS-coolleHus, NepenucKy, >KypHal COBEpPUICHHBIX
3BOHKOB U JIpyrue JaHHble. FTHOT1a BO3HUKAIOT CUTYallMd, KOTJa ONIEPAaTUBHBIN COTPYAHUK,
HECMOTPS Ha O00s3aTENbHOCTh TOJIYYCHHUSI MOJOKUTEIBHOTO CyIeOHOTO pelIeHHs,
MPOCMATPUBAET BCIO MH(POPMAIIHIO, COAEPXKAIIYIOCS B MOOMIBHOM ycTpoicTBe. [loatomy
OCHOBHOM aKIEHT JOJI’KEH OBbITh ClIellaH Ha MCMOJIb30BaHUU TaKUX MHHOBALUN TOJBKO MPHU
HaJIMYUU CyJ1e0HOTO pa3perieHHts.

PesynbTaTel uccienoBaHus NpakTUKU JearenbHocth OB/ mokaseiBaioT, 4TO
HaumOoJee TMONyJIAPHBIMH  MPOTPAMMHBIMU ~ HMHCTPYMEHTAaMH  CpEOu  OINEepaTHUBHBIX
noapazaenennit OB/l sBmsttores «MOBILedity u «MoOunpHbIN KpUMUHATUCT». TeM He
meHee QynkuuoHan mporpamm  «UFED» u  «XRY» mnpeBocXoauT aHaloOrHYHBIC
BO3MOKHOCTH «MOOMIBHOTO KPUMHHAIHCTAY.

OgHuM W3 KIIOYEBBIX (DAKTOPOB ISl YCHEIIHOW JEATEIbHOCTH COTPYAHUKOB
onepaTuBHbIX nojpazaeneHuii OB/l 1o packpbITHIO TNPECTYIJIEHUH, COBEPIIAEMBIX C
UCTIOJIb30BAHUEM TEXHHUYECKUX CPEACTB M HMH(POPMALMOHHBIX TEXHOJOTHH, JIEKHUT B
IPUMEHEHUH NOAOOHBIX HHHOBALMOHHBIX IPOJYKTOB. OJTO B CBOK oOuepelb Tpeldyer
OCYILIECTBJICHUS KOMIUIEKCA MEp MPAaBOBOI0, OPraHU3ALMOHHOTO U TAKTUYECKOTO XapaKrepa,
HaIlpaBJICHHOI'O, B YAaCTHOCTH, Ha YJIY4YlIEHHWE YPOBHS MAaTE€pPUAIBbHOM, TEXHUYECKOU
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OCHAILEHHOCTH, (D)OPMHUPOBAHUS KaJIPOBOr0 MOTEHIMANIA, CIOCOOHOIO MCIIOIb30BaTh TaKue
TEXHUYECKOE peleHus Npu pemenuu 3aaay OP/I.

OnepatuBHble mnoapasfeneHuss OBJ]  HUCHOBITBIBAIOT — CIOXKHOCTH, CBSI3aHHBIE
C HEJ0CTaTOYHBIM YpOBHEM TEXHUYECKOTO oOecrieueHus, HEJ0CTaTKOM
BBICOKOKBAJIM(UIIMPOBAHHBIX COTPYJTHUKOB U OTCYTCTBHEM OIIbITa B TAaHHOH cdepe.
Jins  3¢¢eKTUBHOrO HCMONb30BAHUSA CPEJICTB HU3BJICYEHUS ONEPAaTUBHO 3HAYUMOMU
uHpOpPMAlUM U3 MOOWIBHBIX YCTPOMCTB HEOOXOIMMO OOECHEYUTh MOATOTOBKY
CHEIHAINCTOB, IPOBOJUTh HaYYHO-UCCIIEI0BATENbCKUE PA0OThI, KOH()EPEHIIMN, CEMUHABI,
Kpyrible cTosibl U (GopyMmbl. Takke BaKHO OCYIIECTBIATH MOHHUTOPUHI 3apyOexHOro
3aKOHOJIaTeJIbCTBA U OOMEHHUBATHCS IIEPEAOBBIM ONBITOM C KOJIJIETaMU U3 JPYTUX CTpaH. DTH
Mepbl TMOMOTYT VIY4YIIUTh pabOTy ONEpPAaTUBHBIX NOJAPA3[ACICHUA U TOBBICUTH HX
3¢ PEKTUBHOCTD.
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