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BBenenne: Ha TeKymui MOMEHT 0e30IacHOCTB OOIINECTBA W rOCYIapcTBa
3aBHCHUT OT MHOTHX OOCTOATENECTB. B 4acTHOCTH, Cpefint ydeHbIX U NPaKTHKOB BCE
OosbIIe KPEIHET YBEPEHHOCTh B TOM, YTO 0GO3HAYECHHOHN 3AIUINEHHOCTH MOJKET
CepBE3HO YIPOXKATH YCHIIMBAIOIIUNCS ¢ KaXKIBIM T'OJAOM POCT HHHOBAIMOHHBIX CO-
CTaBILIOIIKX B cepe HCKYCCTBEHHOTO HHTeiUIekTa. [1o 3Toif mpuuMHe aBTOpoM
MPOBEICHO KPHUMHHOJIOTHYECKOE HCCIIETOBAHHE BO3MOXHBEIX YTPO3 JJId OOIIe-
CTBEHHOM M TOCYHapCTBEHHOW O0€30IacHOCTH, KOTOpBIE IPOUCXOAAT Ha (oHe
CTPEMHTEIEHOTO POCTA IIU(PPOBU3AINHY, a TaKXkKe 0003HAYEHHEIX TEXHOIOTH. BrI-
ABIICHHE U IOCIENYIOIIee NETAILHOE M3yYEHHE ITOTEHIIMANBHBIX PUCKOB B pac-
CMaTpHBaeMO# cdepe B MEPBYIO OUepe]lb HEOOXOMMMO C LETBI0 MACHTH(DHKAIIMH
HETaTUBHEIX ITOCIIEACTBHM, a TAK)Ke UX HaJIbHEHIIel MUHUMHUABALINH.

MaTrepHnaJjibl 1 METOABI: UCXOIS M3 TEOPETHYECKUX MPEANOCHIIOK HACTO-
SIIEr0 MCCIICTOBAHUA, €r0 METOJHWYECKOH OCHOBOM BBICTYIHIIM Pa3sHOOOpasHEIE
Hay4Hble NAHHBIE U MHOXKECTBEHHBIE MCTOYHUKH HH(OpPMAILWH, IPEACTABIINE
BO3MOYKHOCTb IJIsl HamOollee MONMHOW W OOBEKTHBHOM OLEHKH MOTEHIMABHBIX
YIpo3, KOTOpEIe TasT B cebe HHHOBAIlMOHHBIE ITPOLIECCH B cepe paccMaTpHBae-
MBIX TE€XHOJIOTHH. B mponecce nccneoBaHus aBTOPOM MPOBOAMIOCE 0000IIEH e
TIOTYyYEHHBIX WH(QOPMAMOHHBIX JAHHEIX 10 AHAIM3HUPYEMOM IpobieMaTHKe, B
TOM HHCJIC U3JIOJKEHHBIX B HAY4YHBIX pa60Tax, IIOATOTOBJICHHBIX OTCYECCTBECHHBLIMH
¥ 3apyOeXHBIMH CIIELUATNCTAMU B TeUEHHE IOCIIEAHMX IISTH JIET. B paMKax mpo-
BE/ICHUS TaHHOT'O HCCIIEOBAaHUS aBTOPOM HCIIOIB30BAJIMCH OOIIIEHAYYHEIE U CIIe-
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UAJIBHBIC METOJIBI II03HAHWA, B YACTHOCTH, CTATHCTHYECKHH, CHUCTEMHO-
CTPYKTYPHBIN, IOTHYECKUH aHAIN3, CHCTEMHEIH IOAXO/, CHCTEMATURAINS 1 o0pa-
0oTka MH(MOPMAIMOHHBIX NaHHBIX. VICTIONB3yeMas METONWKA CYIECTBEHHO CIIO-
coOcTBOBaJIa IPOBEIEHUIO TAHHOTO KPUMHUHOJIOTHYECKOTO HCCIIEIOBAHHU.

PesynbTaThl Hec/Ie 0BaHHA: PacCMAaTPHBAEMOM MPOOIEMATHKH ITOKA3aIH,
9TO, HECMOTpPSI Ha CYLIECTBEHHYIO IIPOTHO3HMPYEMOCTh M IPENCKa3yeMOCTh psja
TMPOLIECCOB LU(PPOBH3AIMH COBPEMEHHOTO OOINECTBA, BCE XK€ IPE3BBIUANHO CII0XK-
HO JIeNaTh MPOTrHO3bI OTHOCHTEIBHO BCEX BO3MOXKHEBIX HETATHBHEIX ITOCIIENCTBUM
II0CJIe BKIFOYECHHSI HOBBIX TE€XHOJIOTHH B IIPaBOBOE IIOJIE, & TAKXKe BO BCe ChepE
00INEeCTBEHHOH XHU3HeAesITeNbHOCTH. BMecTe ¢ 3THM, ¢ TOro MOMEHTa, Kak CHCTE-
MaM, paboTaroyM Ha OCHOBE HCKYCCTBEHHOIO HMHTEIEKTa, YHAcTCs IOCTHYb
MaKCHMAaJIBHOTO YPOBHSI B CBOEM Pa3BUTHH, OHU CMOTYT IPEBOCXOAUTEH BO3MOXK-
HOCTH 4eJIOBeKa B JOOBIX chepax ero KU3HeAeATeIbHOCTH. [[MHAMUYHOE U CTpe-
MUTEJIbHOE Pa3sBUTHE 3THX TEXHOJOIMU JOJDKHO HACTOPAXKHBATHL YEJIOBEYECTBO
IIOSIBTIEHUEM KaTacTpO(UIECKHX PHCKOB. IIpoBezeHHOE KPUMHHOJIOTHYECKOE HC-
CIleTOBaHKE TI0KA3aJlo, YTO B OOJBIIMHCTBE CBOEM 3KCIIEPTHI M IIPABOBEb] OICHHU-
BalOT IIOTEHIHAIBHEIE YTPO3bI, BOZHUKAIOIIHE OT MPECTYIIHOM IeATEeNBHOCTH, OC-
HOBaHHOH Ha HCIIOJB30BaHUM HOBBIX TEXHOJIOTHH, ITO Py OCHOBHBIX HaIpaBiie-
HUi (TIPECTYIHBINA BpeJl, MPECTYIHBIE TOXOMBI, JOCTHKUAMOCT, IIOPAXKAEMOCTh) B
CBSI3H C 3THUM B JaJIbHEHINIEM B IIEIAX IPOTHBOJEHCTBUS MOTEHIIMAIBHEIM PHCKAM
U yrpo3aM HeOOXOAMMO IIPHAEPKUBATHCS HIMEHHO JAHHBIX BEKTOPOB.

BuiBoALI H 3aKJIIOYeHHS: aBTOP NMPHUXOMHUT K BEIBOLY, 4TO, IIPHHUMAs BO
BHUMAaHHE PHCKU HCIONB30BaHUA HOBBEIX TE€XHOJIOTHH, Ba)KHO IIOBEIIIATE U COBEP-
LICHCTBOBATh YPOBEHEL OE30IIaCHOCTH B IIpoIlecce MX IpUMeHeHHs. YToOsl Golee
pPe3yNbTaTUBHO IIPEeNyIpeXxaaTk pacCMaTpuBaeMble YTpO3bl, HEOOXOOMMO Hesa-
MEJUINTENBHO MMPOpaboTaTh M BHEIPUTh BECh aHTHKPHMHHAIBHBIA pECypc B HC-
crenyeMoii obnactu. BHenpenne HOBeHINX pa3paboToK B cdepe MPOrHO3UpPOBa-
HUS aHAJTM3UPYEMBIX PHCKOB JIOJDKHO CTAaTh IPUOPHUTETHHIM B HEIHEIIHEH [TOJTUTH-
Ke rocynapcTBa. B ToM 4Yuciie HEMaloBaXXHO IIPHHSATHE MPAaBOBBIX HOPM II0 pPery-
JIMPOBAHUIO Pa3lIWYHbIX IPABOOTHOIICHHH B paccMaTpuBaeMoit cdepe. B o0s3a-
TEIIHOM IIOPSIKE B KPATKOCPOYHOM IEPCIIEKTHBE CIEAyeT IIPOBECTH PA HAYUHBIX
HCCIENOBaHuK I 00Jiee TOYHOrO M ITOIHOTO (hOPMYJIHPOBAaHHS HEOGXOIUMBIX
TpeOOBaHNH, HANPABIEHHBIX HA OCYINECTBICHUE TIPe/IyIPEIUTEBHEIX Mep B che-
pe NPEeCTYIHOCTH C HCIIOJIb30BaHUEM YCTPOMCTB, pabOTarONIIHX HA OCHOBE HOBBIX
UG POBBIX TEXHOJIOTHIA.

Introduction: at the moment, the security of society and the state depends
on many circumstances. In particular, among scientists and practitioners there is a
growing confidence that the designated security can be seriously threatened by the
increasing growth of innovative components in the field of artificial intelligence
every year. For this reason, the author conducted a criminological study of possible
threats to public and state security that occur against the backdrop of the rapid
growth of digitalization, as well as the designated technologies. Identification and
subsequent detailed study of potential risks in the area under consideration is pri-
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marily necessary in order to identify negative consequences, as well as their further
minimization.

Materials and methods: based on the theoretical premises of this study, its
methodological basis was a variety of scientific data and multiple sources of in-
formation, which provided an opportunity for the most complete and objective as-
sessment of the potential threats posed by innovative processes in the field of the
technologies under consideration. In the process of research, the author generalized
the information obtained on the analyzed issues, including those presented in sci-
entific works prepared by domestic and foreign specialists. In the process of pre-
paring the study, the author used general scientific and special methods of cogni-
tion, in particular statistical, system-structural, logical analysis, systems approach,
systematization and processing of information data. The methodology used signifi-
cantly contributed to the conduct of this criminological study.

The results of the study: the issues under consideration showed that despite
the significant predictability and predictability of a number of processes of digitali-
zation of modern society, it is still extremely difficult to make forecasts regarding
all possible negative consequences after the inclusion of new technologies in the
legal field, as well as in all spheres of public life. At the same time, from the mo-
ment that systems operating on the basis of artificial intelligence manage to reach
the maximum level in their development, they will be able to exceed human capa-
bilities in all areas of their life. The development of these technologies should alert
humanity to the emergence of catastrophic risks. The conducted criminological re-
search showed that, for the most part, experts and legal scholars assess the poten-
tial threats arising from criminal activities based on the use of new technologies in
a number of main areas (criminal harm, criminal proceeds, reachability, suscepti-
bility) in this regard, in the future in order to counter potential risks and threats
must adhere to these vectors.

Conclusions and conclusions: the author comes to the conclusion that, tak-
ing into account the risks of using new technologies, it is important to increase and
improve the level of security in the process of their use. In order to more effective-
ly prevent the threats under consideration, it is necessary to immediately develop
and implement the entire anti-criminal resource in the area under study. The intro-
duction of the latest developments in the field of forecasting analyzed risks should
become a priority in the current government policy. It is also important to adopt
legal norms to regulate various legal relations in the area under consideration. It is
imperative that in the short term a series of scientific studies be conducted to more
accurately and completely formulate the necessary requirements aimed at imple-
menting preventive measures in the field of crime using devices based on new digi-
tal technologies.

6. KiroueBsle c10Ba (Ha pyCCKOM H QHTIIHMCKOM S3BIKAX).

KiroueBble ¢j10Ba: KpUMHUHOJIOTHYECKOE HCCIIEI0BaHNe, OOIIECTBEeHHAs Oe3-
OIIaCHOCTh, HOBEIE TEXHOJOI'MH, IIPOLIECCHl LU(POBU3AIMH 00INECTBa, ONAaCHOCTh
MaIIMHHOrO O0YYeHHs, Yyrpo3bl HHu(POBU3AIMH, IPUYHUHEI IPECTYITHOCTH, IPOTH-
BOZIEHCTBHE NIPECTYIIHOCTH, IIPABOOXPAHUTEIIFHBIE OPTaHbl, PUCKH BEI3BAHHBIE PO-
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OOTOTEXHUKOM, BHEZPEHIE HAYYHBIX Pa3paboTOK, MPaBOOXPAHUTENbHAS IPAKTHKA,
NPOTHBOJCHCTBYE LIUPPOBOI NPECTYNHOCTH, obecnedenne uuhpoBoit 6e30macHo-
CTH.

Keywords: criminological research, public safety, new technologies, pro-
cesses of digitalization of society, the danger of machine learning, threats of digi-
talization, causes of crime, combating crime, law enforcement agencies, risks
caused by robotics, implementation of scientific developments, law enforcement
practice, combating digital crime, ensuring digital security .
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